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The Extent of Iraq’s Obligation to Implement Cybersecurity Requirements in
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Asst. Lec. Nabaa Sahi Jejan !

Abstract

Cybersecurity has become an essential requirement for protecting states and institutions in
light of rapid technological development and the increasing number of cyberattacks
targeting sensitive information and critical systems It is a key element in safeguarding
digital infrastructure and securing governmental and private data from breaches and
electronic threats Iragq has attempted to regulate this field by enacting several laws, most
notably Cybercrime Law No. 56 of 2017, which aims to protect information systems and
penalize offenders However, the practical application of these laws faces significant
challenges, including weak digital infrastructure, a shortage of specialized personnel, and
the absence of effective monitoring and enforcement mechanisms This study focuses on
examining lragi legislation and analyzing its alignment with international cybersecurity
standards, including the United Nations guidelines, the International Telecommunication
Union frameworks, and the ISO/IEC 27001 principles The research also reviews the legal
and practical challenges that hinder Iraq’s full compliance with these standards and
provides practical recommendations to enhance their application at the national level These
recommendations include improving existing legislation, strengthening digital
infrastructure, and developing specialized human capacities capable of addressing modern
cyber threats The study aims to support national efforts to protect information and enhance
Iraq’s preparedness against electronic risks, ensuring that national policies align with
international standards By doing so, it seeks to achieve a higher level of cybersecurity that
protects the state and society while building trust in the country’s digital institutions.

Keywords: Cybersecurity, International standards, Iraq, ISO/IEC 27001.
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