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Abstract

Modern connectivity has been revolutionized by the Internet of Things (loT). The
limited computational capabilities of 10T devices make them vulnerable to various
attacks including, Distributed Denial of Service (DDoS) attacks that compromise the
availability of these devices and their services. This research introduces a machine
learning-based approach to enhance DDoS attack detection in IoT environments.
Using the CICIoT2023 dataset, we evaluated several machine learning models:
Random Forest, XGBoost, Decision Tree, and K-Nearest Neighbors. The results
demonstrated high classification performance across all models. XGBoost achieved
the highest accuracy of 99.97% with a prediction time of 0.4735 seconds, while
Decision Tree delivered the best prediction time of 0.1879 seconds, maintaining a high
accuracy of 99.94%.

The results of the article confirm that the suggested machine learning models for
DDoS attack detection in 10T networks are effective and improve the security of such
networks.
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The Internet of Things plays an important role in
life, transforming the physical world into a digital
world. The use of the IoT has been increasing in
the recent years. The size of the Internet of Things
may reach 25 billion in 2030 [1]. Due to the

limited computing and storage resources, complex

defense systems cannot be hosted by the Internet
of Things devices.

Networking limitations like mobility, scalability,
and low data rates from low-power radios further
increase their vulnerability, making IoT devices

prime targets for attacks and potential weak points
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in network security [2]. DDoS is a critical threat to

IoT devices, attempting to disrupt their
availability. Generally speaking, large botnets are
employed by attackers to flood devices, which
eventually make services unavailable to critical
users. Mirai botnet was just such an example that
exploited weak or default credentials in loT
devices to launch huge DDoS attacks [3]. Once
infected, those devices become part of this botnet,
amplifying the power of the attack. Therefore,
securing loT devices is very important to minimize
such intermediate attacks and maintain network
stability [4]. In the third quarter of 2022, DDoS
attacks have surged dramatically, rising by 90%

compared to the same period in the previous year

[5].
DDoS can be divided into two groups: reflected-
based and exploitation-based. The major

difference between them is in the ways of their
carrying out. Reflected-based DDoS consists of a
huge amount of requests sent to servers and
utilizes big-sized responses for flooding the victim,
so-called reflection amplification. In contrast,
exploitation-based DDoS attacks directly against
vulnerabilities in the victim's device. Both classes
may include several types of attacks depending on
the protocols used in such an attack. The
exploitation-based attacks include SYN flood,
UDP flood, and UDP lag, while the reflected-
based attacks involve protocols such as DNS,
MSSQL, SSDP, LDAP, NTP, TFTP, and SNMP
[6]. It is necessary to detect abnormal traffic from
these variants of DDoS for prevention. Machine -
learning has recently become popular in loT
networks due to its adaptability and scalability [7].
Machine learning algorithms can learn from past
attacks and adapt to new patterns, enabling
effective detection and mitigation [6]. This is

because rapid identification of attack types allows

devices to implement tailored countermeasures
that are more effective than generalized solutions.
This study applied four algorithms (XGBoost,
Decision Tree, Random Forest, and KNN) for
multiclass classification to detect different DDoS

attack types and compared their performance.

2. Related Work
A large number of surveys have been conducted to
analyze the quantity and aspects of Internet of
Things (IoT) devices. To tackle the problem of
class imbalance, the study in [8] developed a new
Intrusion Detection System (IDS) for Bot-loT
using line Learning and Deep Learning techniques.
To see how the prediction relies on the use of
record timestamps, three different feature sets were
both the

classifications. This approach reduced the feature

used for binary and multiclass
dependencies that may have been brought in by the
Argus flow data generator and it reached an
average accuracy of 99%. Exhaustive experiments
were conducted and time performance analysis
was done and it was able to identify all DoS
attacks and provided better state of the art for
identifying denial of service (DoS) attacks.
Decision Tree and Multi-Layer Perceptron (MLP)

methods were found to be most effective in

identifying DDoS and DoS attacks in 10T
networks.
The researchers in study [9] utilized the

CICDD0S2019 dataset to perform an enhanced
study and features a fresh classification of DDoS
attacks with the deployment of a novel
classification scheme based on network flow. The
authors have come up with DNN and LSTM
method to detect DDoS attacks using a deep neural
network. The researchers successfully detected
over 99.90% of all three classes of DDoS attacks.

Future disruptions can be predicted through the use
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of deep learning, for predicting potential targeted
attacks.

This research [10] proposes a machine learning
based approach to identify DDoS attacks in an
SDN-WISE 10T controller. A machine learning
detection module was used. The detection module
uses Naive Bayes (NB), Decision Tree (DT), and
Support Vector Machine (SVM) algorithms for
classification of the SDN-10T network packets. In
this paper, the accuracy of the framework was
evaluated under various traffic simulation
scenarios and the result shows 97.4% for NB,
96.1% for SVM, and 98.1% for DT.

In the paper [11], the authors proposed two
techniques for identifying the reflective distributed
denial of service (DrDoS) attacks on loT networks.
The first method is based on a hybrid intrusion
detection system (HIDS) for detecting DoS attacks
on loT and the second method uses deep learning
models like long short-term memory (LSTM)
networks which are trained on the latest distributed
of service (DDoS) attack set. The

CICDDo0S2019 dataset was used for training and

denial
evaluation. The model achieved an excellent
accuracy of 99.19%.

The study [12] is developed to propose a Machine
Learning (ML) based approach for anomaly
detection in a network for identifying DDoS
attacks in Industry 4.0 Cyber Physical Production
Systems (CPPSs) using data driven models. This
study is different from the previous approaches
which are based on the use of artificially simulated
data or information from IT networks and small-
scale testbeds but instead utilized real-world
Network traffic data from a semiconductor
production factory. Extensive simulations were
performed in order to compare 11 supervised,
unsupervised and semi-supervised algorithms. The

results indicate that the supervised algorithms are

more accurate in the detection as opposed to their
unsupervised and semi-supervised counterparts.
Most importantly, the Decision Tree model was
found to be very efficient in detecting anomalies in
an industrial network environment with a high
accuracy of 99.9%.
[13]

for

Research compared machine
DDoS  detection

CICDD0S2019 dataset in two important ways.

learning

classifiers from the
First, they implemented DDoS detection using four
(KNN),

eXtreme Gradient Boosting (XGBoost), Decision

algorithms: K-Nearest Neighbors
Tree, and Random Forest. Second, they applied

three feature selection methods—Chi-square,
ExtraTreeClassifier and Analysis of Variance
(ANOVA)—with each classifier to select 20
features. The highest accuracy (98%) was achieved
by XGBoost combined with ANOVA among the
tested combinations.

Study [14] employed five different algorithms to
detect DDoS traffic in 10T networks. A notable
strength of their study was the use of lightweight
features derived from self-collected traffic data,
with a focus on memory efficiency. Their findings
showed that four models achieved an accuracy of
99% .

IoT Device DDOS Detection for a multi-layer
system was presented by research [15] that used
protocols verification in an authentication
mechanism at the first layer and a Decision Tree
algorithm at the second layer. The third layer
implemented traffic-blocking rules inside an SDN
controller. It allowed binary classification
accuracy as 97% with flooded sensor data, while
the Network is experiencing Flooding at an
Accuracy of 99%. A strong point in this paper was
that for the detection, it showed a blocking
mechanism, which made it stronger against the

DDoS attack.
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3. Methodology

The methodology shown in Figure 1 was followed,

which consists of 7 stages. Each stage will be

explained separately.

[ Dataset ]

4

Filter the data to contain
only DDOS attack

A4

Preprocessing

Y

Split the dataset

Y

Apply ML Algorithms

Y

Performance Evaluation

Y

Select the best performing model

Figure (1): Methodology Diagram

3.1 CICIoT 2023 Dataset

CIC 10T Dataset 2023 was used. It is a real-time
dataset designed for analyzing attacks in loT
environments. The dataset includes 33 different
attacks in an loT topology consisting of 105
devices.  These attacks are divided into seven
categories: DDoS, DoS, Reconnaissance, Web-
based, Brute Force, Spoofing, and Mirai. All the
loT

devices to the target 10T devices [16]. The dataset

attacks emanate from the compromised

contains 218,805 rows and 47 columns. The
columns include features such as flow_duration,
Header_Length, Protocol Type, and a label column
representing activity categories (e.g., DDoS-
SYN_Flood, BenignTraffic). They are intended to

be used in this article to represent network traffic

with attributes for anomaly or attack detection .

3.2 Preprocessing

This includes filtering the data to include only
relevant data and then converting it to a NumPy
matrix for further processing. Another step-in data
preprocessing is ensuring that the dataset used for
training the DoS attack detection model contains
no missing values or duplicate records. This

ensures the integrity and reliability of the data.

3.3 Split the dataset
The pre-processed dataset is split into training data
(80%) and testing data (20%). The training data is
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used to train machine learning models, and the
testing data is used to evaluate the performance of

those models.

3.4 Apply ML Algorithms

Four different machine learning algorithms are
applied to the training dataset including: XGBoost,
Decision Tree, Random Forest, and KNN.

1. Random Forest

It is an ensemble learning technique in which
many decision trees participate collectively. It
makes each tree to be trained on a different part of
the data and some of the features, not on all of
them, and all of the data. Each tree classifies the
possible class of DDoS traffic and the final
prediction is made by taking the majority vote of
all the trees in the forest. This algorithm works
well on large datasets with no problems of outliers
and missing values that one may encounter [13].
The Random Forest was used in this study using
the Random Forest Classifier function from the
scikit-learn package.

2. XGBoost

XGBoost is a gradient-boosting ensemble machine
learning algorithm that uses decision trees to
classify data. The two major goals of any machine
learning project are: high execution speed and
superior model performance; these are also
properties of XGBoost [17]. The Random Forest
was also implemented in this study using the
XGBClassifier

package.

function from the scikit-learn

3. Decision Tree

Decision trees are a family of supervised learning
algorithms that use a tree-like model of decisions
and possible outcomes. In the case of DDoS
traffic, the result of a test is used to branch, and

different attack types take the leaf nodes. Decision

tree was implemented in this study using decision
tree classifier function from the scikit-learn library.
4. K-Nearest Neighbors (KNN)

It is a simple, easily implemented supervised
machine learning algorithm that can be used for
classification and regression. To make any
assumption, this algorithm takes new data points
as covering the distribution of existing ones and
will assign the category that is most similar to the
available categories [18]. In this study, KNN was
implemented using the K Neighbors Classifier

function from the scikit-learn library.

3.5 Performance Evaluation:

After training the four models, their performance
is evaluated using the test set. The metrics of
accuracy, precision, recall, F1 score, and confusion
matrix will be used to evaluate how well the

models perform.

3.6 Select the best-performing model:

Based on the evaluation metrics, the model that
performs best (highest accuracy and lowest
prediction time) in detecting DDoS attacks is

selected.

4. Results and Analysis
This section will explain the dataset that was used
as well as analyze the results obtained from

implementing different machine learning models.

4.1 Random Forest Model

Random Forest Classifier was trained and tested.
Prediction time was 0.9105 seconds. Overall
accuracy was 99.93%. Confusion matrix shown in
Figure (2) reveals excellent performance across

classes.
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Figure (2): Confusion Matrix of Prediction for Random Forest Model

4.2 XGBoost Model

Another model, XGBoost, was implemented using

label encoding for taxonomic tags. The prediction

time was 0.4735 seconds; the overall accuracy was

99.97%. Improved accuracy and prediction time to
random forest were observed. The confusion
matrix of prediction for the XGBoost model is
shown in Figure (3).
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Figure (3):
4.3 Decision Tree Model

Confusion Matrix of Prediction for XGBoost Model
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The simplest decision tree model is used for

classification and the model achieves an accuracy

than XGBoost. The confusion matrix as shown in

Figure (4) reveals excellent performance across

of 99.94% is slightly lower than XGBoost, but the classes .
prediction time is 0.1879 seconds which is better
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Figure (4): Confusion Matrix of Prediction for Decision Tree Model

4.4 K-Nearest Neighbors (KNN) Model

A K-Nearest Neighbors (KNN) model was applied
for classification. The accuracy was 99.58%
(slightly lower than previously applied models).
Prediction time is significantly higher (~111

seconds), reflecting the computational cost of
KNN on large datasets. The confusion matrix
shown in Figure 5 reveals good performance

across different classes .
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Figure (5): Confusion Matrix of Prediction for K-Nearest Neighbors (KNN) Model

Conclusions
This study aimed to implement multi-class

classification to improve the efficiency of DDoS

detection in 0T using machine learning using
XGBoost, Decision Tree, Random Forest, and

KNN models. The main goal was to train these
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models to distinguish between different types of
DDoS traffic and achieve high accuracy. The
results show that the four models achieved high
classification accuracy close to 1 in classifying
various types of network traffic. The XGBoost
model performed the best in terms of accuracy,
reaching 99.97% and prediction time reaching
0.4735 seconds, while decision tree performed the
best in terms of prediction time 0.1879 seconds
As for the KNN
model, despite its good accuracy, its prediction

with high accuracy 99.94%.

time was significantly higher. Overall, this study
aims to build a model that can effectively identify
and classify various kinds of DDoS traffic and
and malicious

distinguish  between benign

activities. Moreover, the study focused on
improving the efficiency of DDoS detection in loT
using machine learning, and future research can
explore defense mechanisms for different types of
DDoS attacks and integrate them with machine

learning detection systems.
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